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AGENDA

Time Speaker Topic
09.00  - 9.45 Thorsten, Markus Welcome/What is TAPA
09.45 - 10.30 Busisiwe Mavuso Crime issues and impact in South Africa
10:30 - 11:00 Coffee Break 1
11.00 - 11.30 Waheed Mohamed Threats and benefits of having standards in your operations
11.30 - 12.00 Martin Taylor Looking at a recent attempted robbery and the contingencies identified
12.00 - 12.30 Craig Pedersen Cybercrime - The sharp increase in incident a of cybercrime
12:30 - 13:30 Lunch Break
13.30 - 14.00 General Feroz Khan Kidnappings and crime in SA
14.00 - 15.00 Brigadier Scott Secure Supply Chain process/incidents/recoveries
15:00 - 15:30 Coffee Break 2
15.30 - 16.00 Alida van Zyl “Customer case" or Multi-site-certífication
16.00 - 16.30 Johan Hurter Crime impacting the Catalytic Converter Industry
16.30 - 17:00 Thorsten & the entire Team TIS TOOL & Closing of the conferecne



Welcome/ What is TAPA































































Crime issues and impact in South Africa



Coffee/Tee break from 10.30 – 11.00 am
Take a breath and enjoy, network and visit our 

Exhibitors Area !



Threats and benefits of having standards 
in your operations 



RISKS/THREATS AND BENEFITS OF 
STANDARDS





❖ INVESTMENTS

❖ CARGO THEFT

❖ AIR FREIGHT COSTS

❖ PLANNING



INVESTMENT/FINANCIAL RISKS



RISKS IN AIR CARGO

❖ORGANISATIONAL RISKS

❖CUSTOMERS

❖SECURITY / PART 108/109/110 INCLUDING DANGEROUS GOODS

❖INFORMATION RISKS



SECURITY





CARGO THEFT



CLIENTS



LIABILITY/INSURANCE



DANGEROUS GOODS



RISK MANAGEMENT



RISK EXPOSURE

❑ Identify and evaluate in quantitative terms:

1. Types of risk or loss that can affect the assets

2. Estimate the probability of occurrence

3. Quantify or prioritize loss potential (measure the impact or

severity of the risk if a loss does occur or risk becomes an

actual event)



CYBER THREATS



JOB SECURITY



BENEFITS OF TAPA STANDARDS



BENEFITS OF CERTIFICATION



Looking at a recent attempted robbery 
and the contingencies identified



How crime impacting the 
Catalytic Converter Industry



CYBER
C R I M E

TAPA 2023

By: Craig Pedersen
CFE (FP)SA CCCi

TCG Digital Forensics

COUNTING THE COST 
AND UNDERSTANDING THE MITTIGATION



INTRODUCTION
TAPSA 2023

By: Craig Pedersen
CFE (FP)SA CCCi

TCG Digital Forensics





WHAT IS 
THE 

AGENDA?

UNDERSTANDING CYBERCRIME
Let’s understand the dynamics around Cyber Crime, 
the definitions and why they’re important. 

01

ORGANISED CYBERCRIME
Where there is crime and profit – so to will there be 
organizational structure and the need for laundering 
of funds. 

02

IMPACT ASSESSMENT
What is the potential impact to your business unit of 
cyber crime and/ or organized Cyber Crime

03

RISK MITTIGATION
What should you be doing to mitigate the threat 
posed by Cyber Crime to your business unit and 
operations?

04

THE WAY FORWARD
What does the future hold and how can we build 
cyber resilience and forensic readiness?

05



CYBERCRIME IN SOUTH AFRICA
WHY IT MATTERS TO YOU, YOUR BUSINESS AND YOUR CLIENTS

CONTACT v.s CYBER CRIME
Is there a difference between contact 
and cyber crime? If so what is it?

COMPARITIVE RISK 
Evaluation of the risk of committing 
contact crimes v/s cyber crimes

DETECTION & PROSECUTION
Can SA Investigate and prosecute Cyber 
Crimes successfully? 



LET’S TALK ORGANISED CYBERCRIME
If you’re doing it once – you may as well do it a dozen times

SOCIAL ENGINEERING
Call center style use of breech 

data – individual and company 
level risk. 

INVOICE INTERCEPTION
The big money lure to 

organized crime in South Africa

INDUSTRIAL ESPIONAGE
The outsourced breeching of 

networks by OC 

RANSOMWARE/ BREECHES
The ultimate parting gift behind 

breeches and hacks



PIG BUTCHERING
THE RISK AND IMPACT IS REAL

PHISHING
Widely used as an entry point 

to individual and organisations
data structures. 

SOCIAL ENGINEERING
With data in hand from 
phishing, a little social 

engineering can extend the 
game significantly

INVOICE INTERCEPTION
The data acquired during 

breech is perfect for setting up 
interception scams as well as 

fake invoice scams.

BREECH DATA 4 SALE
With data/ network or individual 

access the criminal may as 
well sell whatever data is there.

RANSOMWARE
Leaving ransomware behind is 

a great way to extend profit 
from a crime and hide the 

tracks of what was done/ taken. 



DOES THIS AFFECT YOU IN ANY WAY?
ARE  YOU REALLY  SURE?

01
RANSOMWARE

02
SOCIAL
ENGINEERING

03
INTELLECTUAL
PROPERTY

04
SPYWARE

07
HUMAN

RESOURCES

06
PROCURE-

MENT

08
TENDERS

05
DATA 

BREECHES



SO WHAT? 
“I’M NOT A COMPUTER PERSON” - DOES IT MATTER? 

THE COST
2.4 Billion Rands per year 

to cyber attacks – and 
that’s only the reported 

incidents. 

THE RISK
Operational downtime, 

loss of critical data. Cost 
to remediate, 

investigative cost & 
reputational harm

THE SOLUTION
You can do whatever 

you want, go a impress 
your audience with an 
amazing presentation

PRE-EMPTIVE COSTS
External Pen Testing, Red 

Team Testing,  OsInt, 
SocMint and key figure 

profiling. 

DOWNTIME
Staff cost divided by/ 165 

Is the base-downtime-
cost. Reputational risk is 

difficult to asses.  

LEARNING
Learn, teach, rinse wash 

repeat – until everyone is 
cyber savvy.



PENETRATION TESTS
Know the minimum standards and what 
they need to cover. 

RED TEAMING
If you do not stress test appropriately you 
will fall short – don’t test politely.

DIGITAL FOOTPRINTING
Without knowing your digital footprint and 
that of the organization you cannot 
protect it. 

TRAIN, TRAIN AND TRAIN
You are always as exposed as the 
weakest cyber-savvy staff member in the 
organization.

CYBER RISK MITTIGATION
ANALYSE – ASSESS – MITIGATE / ACCEPT / UNDERWRITE



CYBERCRIME IN SOUTH AFRICA
WHY IT MATTERS TO YOU, YOUR BUSINESS AND YOUR CLIENTS

CONTACT v.s CYBER CRIME
Is there a difference between contact 
and cyber crime? If so what is it?

COMPARITIVE RISK 
Evaluation of the risk of committing 
contact crimes v/s cyber crimes

DETECTION & PROSECUTION
Can SA Investigate and prosecute Cyber 
Crimes successfully? 



THE ROUTE FORWARD
Make a big impact with our professional slides and charts

ASSESS
Understand the threat 
landscape and 
potential disruption to 
business that Cyber 
carries. 

ANALYSE
Test and test again 
externally for all 
vectors and all 
vulnerabilities. 

MITIGATE
Have a structured 

mitigation strategy and 
realistic TESTED crisis 

response plan.

ACCEPT
Know the risk, accept the 

risk and underwrite it 

Internally. Revise regularly



Why is an 
OsInt

Specialist  
on stage?

OSINT AS MITTIGATION
If you don’t understand your top tier executive and 
company footprint – you can’t protect against it. 

01

OSINT FOR INVESTIGATION
Where are you going to investigate a Cyber Crime? 
On the streets? You cannot investigate a cybercrime 
if you’re not active in the Cyber Landscape

02

FORENSIC READINESS
If your organization is not following readiness 
standards your outcomes to a forensic investigation 
will be sub-standard. 

03

INSIGHT
You need to be able to generate insight into 
variables affecting the business and active insight 
to their impact (Impact Analysis0

04

THE WAY FORWARD
Train your investigative teams to work in the Cyber 
Space. Gain control of information and information 
flow. Upskill, train, test and do it again – and again.

05



THANK YOU
CYBER SECURITY

CRAIG PEDERSEN
C F E  ( F P ) S A  C C C i

Cape Town | Pretoria craig@tcgforensics.co.za +27 21 551 6222

FIND ME ON LINKED ON



Lunch breack between 12.30 – 13.30 H

Take a breath and enjoy your lunch and visit our 
Exhibitors !



Kidnappings and 
Crime in South 
Africa

General Feroz Khan



CRIME AND KIDNAPPINGS IN SA



INTRODUCTION

BACKGROUND 

MODUS OPERANDI



PREVENTION OF KIDNAPPINGS

INVESTIGATION OF KIDNAPPINGS

SUCCESSES ATTAINED THUS FAR



GENERAL CHALLENGES

CRIMES LINKED TO  NATIONAL KEY POINTS

CRIMES SPECIFICALLY TARGETED AT CARGO FACILITIES

CURRENT STATE OF AFFAIRS. Eg Load shedding.



KIDNAPPINGS IN THE TRANSPORTATION 
INDUSTRY

TRUCK HIJACKINGS

TAKING PEOPLE HOSTAGE FOR RANSOME

COMMON STYLE OF KIDNAPPINGS / DUMPING OF VEHCLES



INSIDER THREAT/ RISKS INVOLVED

CROSS BORDER

IMMIGRATION CHALLENGES

SAPS CHALLENGES



QUESTIONS 

FINAL WORDS ON SENSITIVE STATISTICS



Secure Supply Chain –
process/ incidents/ 
recoveries



Coffee/ Tee breack between 03.00 – 03.30 pm
Take a breath and enjoy your breack and visit our 

Exhibitors !



“A customer case" or Multi-
site-certífication



DHL EXPRESS
SUB-SAHARAN 
AFRICA

FOR INTERNAL USE
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PUBLIC
FOR INTERNAL USE

The International Specialists in Sub-Saharan Africa

[insert_title] [insert_location] [insert_date] 88

1978
Established in SSA as the 

Express Industry Pioneer

750
Vehicles

12+
Dedicated Aircraft

50+
Countries and 

territories served

300+
Flights daily in/out 

of SSA

50+
Gateways

3500
Certified International 

Specialists

17 Facilities certified by 

Transported Asset 

Protection Association 

(TAPA)

+15K
Active Customers

150
Service Points

2950+
Retail Outlets 

* Based on Global MI surveys 2010, 2013 and 2016: 2019 are estimates based on published revenue growth

1

1

TAPA Conference 2023-03-07



PUBLIC
FOR INTERNAL USE

Standardization through multi-site certification

89

As the global leader in terms of number of facilities certified to TAPA’s FSR Standard, DHL constantly evaluates the most effective 

and efficient methods to increase security standardization to provide our customers with the most secure supply chains.  TAPA

Multisite certification was found to be “fit for purpose” as it provided the following benefits:

• Cost efficient

• Increased compliance through Quality Assurance checks

• Evidence presentation is standardized through the TEAMS platform

• Continuous improvement on security and equipment

• One of the best improvements/advantages observed was the involvement of the facility representatives in the process, 

completing daily inspections.  We are now living our slogan: “ Security is Everyone’s responsibility”

1

1



PUBLIC
FOR INTERNAL USE

Security is a mindset

[insert_title] [insert_location] [insert_date] 90

Built the TEAMS 

platform

1

1

Create buy-in

Small scale test phase –

create buy-in from all 

stakeholders via online 

meetings

Self-assessments  

and performed 

gap analysis

IAB Conducted 10%  

site audits

Daily 
inspections

No major gaps were

identified due to 

site’s previous TAPA 

Certification.  

Establish 
Oversight 
Function through 

❖ Online Self Assessments

– verified IAB

❖ Outcome 100% pass 



PUBLIC
FOR INTERNAL USE

The Central Function – Daily Inspections oversight

[insert_title] [insert_location] [insert_date] 911

1

LSR Perform daily inspections on 

TEAMS platform

OVERSIGHT

CCTV

Alarms

Daily 
inspections

Access 
control



PUBLIC
FOR INTERNAL USE

MULTIPLE LAYERS 

92

Multi-layered approach = Target hardening

The 4Ds

DETER - DETECT - DELAY - DENY



PUBLIC
FOR INTERNAL USE

SECURITY CULTURE

93

• Ensure all procedures are documented

• If you say you, do it, you have to do it!

• Teamwork is the key

• Build a security culture

• Consistent repetition of security standards

• Continuous enforcement of security standards creates a security mindset

• Security mindset results in heightened awareness, compliance and “owning” security

• Encourage good behavior/practices ALL HANDS-ON DECK



PUBLIC
FOR INTERNAL USE

THANK YOU

94

PUBLIC



How crime impacting the 
Catalytic Converter Industry



Crime Impacting Catalytic Converter Industry- South Africa

Johan Hurter CSMP® |  IPA Representative  |  07 March 2023

CRIMES

RELATED TO 

CATALYTIC CONVERTERS



About IPA

97

▪ IPA is a non-profit association of the leading mining, production and 

fabrication companies in the global Platinum Group Metals (PGMs) 

industry. 

▪ IPA was founded in 1987 and is based in Munich, Germany.

▪ IPA acts as a platform for discussion and information exchange. 

▪ IPA’s objectives are to generate and promote factual information on 

PGMs and to represent the common interests of the PGM industry.

▪ Security related topics are covered by IPA Security Committee 

(SecCom).

www.ipa-news.com

Platinum Group Metals 

(PGMs)

Platinum

Palladium

Rhodium

Ruthenium

Iridium

Osmium



What is a Catalytic Converter?

98TAPA EMEA Conference 07 March 2023

HC

NOX

CO

H2O

N2

CO2

Ceramic Fiber Mat
Substrate: A ceramic or 

metallic honey-comb-

like structure

“Washcoat” – a slurry of metal oxides 

containing precious metals - is deposited onto 

the cell walls of the substrate 

Vehicle

engine

exhaust

gases
Vehicle

tailpipe

emissions

Stainless Steel Can



Automotive Catalytic Converter industry 
Supply Chain

99

Coater

Raw materials

Substrate Manufacturer

Canner

Export

Local Automotive Manufacturer



Demand for PGMs by application & Current prices

100

Catalysts for the automotive industry (71,2%)

Images  - Autocatalyst: Umicore / Electronic scrap: mairec / Catalyst powder: Cataler / Pacemaker: adobe stock

Prices per gram – Jan. 2023

Rhodium R5 711.00

Palladium R   813.00

Platinum R   532.00

Gold R 1 062.00

Silver R      12.41



101

1
Runners
Mostly employees & contractors - wide network of black market contacts, including illicit smelters.

2
Middle Men
Buy in volume – process PGM into smaller packages for the national buyers, before delivery.

4 Criminal Syndicate Leaders
Use fronting companies/scrap dealers to export from RSA. PGM are processed, containerised or packaged 

and then sold to local or international contacts undervalue to bi-pass customs etc.

5 International Buyers
More attractive than the RSA market as it is unregulated – Sophisticated networks of legal entities registered to 

deal with PGM … Rotterdam, UAE, Jordan, China, Mexico

3 National Buyers
RSA based - link between the runners and more sophisticated syndicates who constitute the next level in the 

hierarchy of the criminal operator.

Illicit Market & High Level Supply Chain Overview



Attacks on regional supply chain of the catalytic
converter industry

102

Monolith 
Supplier

Coater

Canner

OEM

Daimler, Toyota, 
GM, VW, etc.

Mining Houses



Reported attacks – 21/22/23 

103



104

21 January 2021: 8 ton truck hijacked in Port Elizabeth, South Africa. 

There were other non-PGM goods on the truck as well but robbers 

only took the PGM containing loads → insider knowledge

Theft of automotive catalytic converters as finished 

products when in transit.

Catalytic Converter Theft in South Africa

Violent attacks to steal Catalytic Converters

Theft of automotive catalytic converters & PGM containing products from facilities.

Recent incidents involving armed robberies at warehouses

Sophisticated intrusions involving armed men in security uniforms, cutting power, taking hostages… 

Robbers were guided by phone to take only the parcels of PGM containing parts → insider knowledge

Image: lgoafm.co.za

Fabricators of catalytic converters require armed escorts



Ambush (PE) – 14 Nov 22
▪ A Logistics truck carrying  FG (with armed security escort) was ambushed and hijacked on route from their site to Canner in Despatch at approx. 9am 14th

November.

▪ The armed escort vehicle was split by a car with armed men and ran off-road in an area where another group of armed individuals were waiting in ambush.

▪ Whilst the escort team were being engaged by small arms fire from a group of around 8 men, the truck carrying FG was unloaded onto another truck and taken 
away with the driver whom was later dropped in another area.

▪ R14,400,000 direct loss.

▪ 1 x casualty – Security Escort broke his arm moving into cover.

▪ No arrests.

▪ Cost of security at a premium to secure business sustainability.

105



WHAT happens to stolen Catalytic Converters? 

106

Images  - Spent catalyst: clark.com  /  BigBag: denios.es

One big bag with 1,000 kg 

of scrap spent automotive 

catalysts can have a value 

of around 50,000 USD. 

▪ Modus Operandi number 1: highly likely that catalytic converters will be sold off to scrapyards where 

no questions are asked. 

▪ Modus Operandi number 2: the catalysts stolen in bulk from trucks / production sites are very likely 

to be immediately crushed and mixed with material from other spent catalyst, and then sold to legal 

business for further refining. 



International Concerns 

107

➢ Extracted PGMs can be melted and poured into various forms- non-traceability.

➢ Illicit material finds its way back into the legitimate market. 

➢ Organized crime relies on a well-established cross-border network through which it can 

feed illicit goods.

➢ PGM theft – the perfect crime – untraceable once it has been processed. 



Contributing Factors   

108

the lack of awareness amongst law enforcement 

the lack of data on PGM related criminal 

incidents and the insufficient forensic tools

the insufficient sharing of incidents within the industry 

community and law enforcement

Criminals can carry out PGM thefts and operate across borders by exploiting



109

➢ PGMs are attractive to international organised crime groups 

➢ Organised & cross-border crime groups exploits lack of information sharing -

international law enforcement agencies.

➢ Local police investigations only focus on local impact.

➢ Collaboration with all stakeholders are key.

➢ Lack of awareness with LEA for PGM related crime.

Conclusion

TAPA EMEA Conference 07 March 2023



TIS tool Introduction



Closing of the conference
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