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AGENDA

Time Speaker Topic
09.00  - 9.45 Thorsten, Markus Welcome/What is TAPA
09.45 - 10.30 BusisiweMavuso Crime issues and impact in South Africa
10:30 - 11:00 Coffee Break 1
11.00 - 11.30 Waheed Mohamed Threats and benefits of having standards in your operations
11.30 - 12.00 Martin Taylor Looking at a recent attempted robbery and the contingencies identified
12.00 - 12.30 Craig Pedersen Cybercrime - The sharp increase in incident a of cybercrime
12:30 - 13:30 Lunch Break
13.30 - 14.00 General FerozKhan Kidnappings and crime in SA
14.00 - 15.00 Brigadier Scott Secure Supply Chain process/incidents/recoveries
15:00 - 15:30 Coffee Break 2
15.30 - 16.00 Alidavan Zyl ά/ǳǎǘƻƳŜǊ ŎŀǎŜϦ ƻǊ aǳƭǘƛ-site-certífication
16.00 - 16.30 Johan Hurter Crime impacting the Catalytic Converter Industry
16.30 - 17:00 Thorsten & the entire TeamTIS TOOL & Closing of the conferecne



Welcome/ What is TAPA































































Crime issues and impact in South Africa



Coffee/Tee break from 10.30 ς11.00 am
Take a breath and enjoy, network and visit our 

Exhibitors Area !



Threats and benefits of having standards 
in your operations 



RISKS/THREATS AND BENEFITS OF 
STANDARDS





× INVESTMENTS

×CARGO THEFT

×AIR FREIGHT COSTS

×PLANNING



INVESTMENT/FINANCIAL RISKS



RISKS IN AIR CARGO

×ORGANISATIONAL RISKS

×CUSTOMERS

×SECURITY / PART 108/109/110 INCLUDING DANGEROUS GOODS

×INFORMATION RISKS



SECURITY





CARGO THEFT



CLIENTS



LIABILITY/INSURANCE



DANGEROUS GOODS



RISK MANAGEMENT



RISK EXPOSURE

Ç Identify and evaluate in quantitative terms:

1. Types of risk or loss that can affect the assets

2. Estimate the probability of occurrence

3. Quantify or prioritize loss potential (measure the impact or

severity of the risk if a loss does occur or risk becomes an

actual event)



CYBER THREATS



JOB SECURITY



BENEFITS OF TAPA STANDARDS



BENEFITS OF CERTIFICATION



Looking at a recent attempted robbery 
and the contingencies identified



How crime impacting the 
Catalytic Converter Industry



CYBER
C R I M E

TAPA 2023

By: Craig Pedersen
CFE (FP)SA CCCi

TCG Digital Forensics

COUNTING THE COST 
AND UNDERSTANDING THE MITTIGATION



INTRODUCTION
TAPSA 2023

By: Craig Pedersen
CFE (FP)SA CCCi

TCG Digital Forensics





WHAT IS 
THE 

AGENDA?

UNDERSTANDING CYBERCRIME
˽̖̥Я̤ ̦̟̖̣̤̥̟̒̕̕ ̥̙̖ ̪̟̞̤̒̔̕̚ ̣̠̦̟̒̕ ˴̪̖̣̓ ˴̣̞̖̚˝ 
̥̙̖ ̖̗̟̥̠̟̤̕̚̚̚ ̟̒̕ ̨̙̪ ̥̙̖̪Я̣̖ ̡̞̠̣̥̟̥̒̚˟ 

01

ORGANISED CYBERCRIME
Where there is crime and profit Ьso to will there be 
organizational structure and the need for laundering 
of funds. 

02

IMPACT ASSESSMENT
What is the potential impact to your business unit of 
cyber crime and/ or organized Cyber Crime

03

RISK MITTIGATION
What should you be doing to mitigate the threat 
posed by Cyber Crime to your business unit and 
operations?

04

THE WAY FORWARD
What does the future hold and how can we build 
cyber resilience and forensic readiness?

05



CYBERCRIME IN SOUTH AFRICA
WHY IT MATTERS TO YOU, YOUR BUSINESS AND YOUR CLIENTS

CONTACT v.s CYBER CRIME
Is there a difference between contact 
and cyber crime? If so what is it?

COMPARITIVE RISK 
Evaluation of the risk of committing 
contact crimes v/s cyber crimes

DETECTION & PROSECUTION
Can SA Investigate and prosecute Cyber 
Crimes successfully? 



˽˶̅Я̄ ̅˲˽˼ ̀̃˸˲˿˺̄˶˵ ˴̊˳˶̃˴̃˺˾˶
˺̗ ̪̠̦Я̣̖ ̠̟̘̕̚ ̥̚ ̠̟̖̔ Ьyou may as well do it a dozen times

SOCIAL ENGINEERING
Call center style use of breech 

data Ьindividual and company 
level risk. 

INVOICE INTERCEPTION
The big money lure to 

organized crime in South Africa

INDUSTRIAL ESPIONAGE
The outsourced breeching of 

networks by OC 

RANSOMWARE/ BREECHES
The ultimate parting gift behind 

breeches and hacks



PIG BUTCHERING
THE RISK AND IMPACT IS REAL

PHISHING
Widely used as an entry point 

to individual and organisations
data structures. 

SOCIAL ENGINEERING
With data in hand from 
phishing, a little social 

engineering can extend the 
game significantly

INVOICE INTERCEPTION
The data acquired during 

breech is perfect for setting up 
interception scams as well as 

fake invoice scams.

BREECH DATA 4 SALE
With data/ network or individual 

access the criminal may as 
well sell whatever data is there.

RANSOMWARE
Leaving ransomware behind is 

a great way to extend profit 
from a crime and hide the 

tracks of what was done/ taken. 



DOES THIS AFFECT YOU IN ANY WAY?
ARE YOU REALLY SURE?

01
RANSOMWARE

02
SOCIAL
ENGINEERING

03
INTELLECTUAL
PROPERTY

04
SPYWARE

07
HUMAN

RESOURCES

06
PROCURE-

MENT

08
TENDERS

05
DATA 

BREECHES



SO WHAT? 
б˺Я˾ ˿̀̅ ˲ ˴̀˾́̆̅˶̃ ́˶̃̄̀˿в - DOES IT MATTER? 

THE COST
2.4 Billion Rands per year 

to cyber attacks Ьand 
̥̙̥̒Я̤ ̠̟̝̪ ̥̙̖ ̡̣̖̠̣̥̖̕ 

incidents. 

THE RISK
Operational downtime, 

loss of critical data. Cost 
to remediate, 

investigative cost & 
reputational harm

THE SOLUTION
You can do whatever 

you want, go a impress 
your audience with an 
amazing presentation

PRE- EMPTIVE COSTS
External Pen Testing, Red 

Team Testing,  OsInt , 
SocMint and key figure 

profiling. 

DOWNTIME
Staff cost divided by/ 165 

Is the base - downtime -
cost. Reputational risk is 

difficult to asses.  

LEARNING
Learn, teach, rinse wash 

repeat Ьuntil everyone is 
cyber savvy.



PENETRATION TESTS
Know the minimum standards and what 
they need to cover. 

RED TEAMING
If you do not stress test appropriately you 
will fall short Ь̠̟̕Я̥ ̥̖̤̥ ̡̠̝̥̖̝̪̚˟

DIGITAL FOOTPRINTING
Without knowing your digital footprint and 
that of the organization you cannot 
protect it. 

TRAIN, TRAIN AND TRAIN
You are always as exposed as the 
weakest cyber - savvy staff member in the 
organization.

CYBER RISK MITTIGATION
ANALYSE ЬASSESS ЬMITIGATE / ACCEPT / UNDERWRITE



CYBERCRIME IN SOUTH AFRICA
WHY IT MATTERS TO YOU, YOUR BUSINESS AND YOUR CLIENTS

CONTACT v.s CYBER CRIME
Is there a difference between contact 
and cyber crime? If so what is it?

COMPARITIVE RISK 
Evaluation of the risk of committing 
contact crimes v/s cyber crimes

DETECTION & PROSECUTION
Can SA Investigate and prosecute Cyber 
Crimes successfully? 



THE ROUTE FORWARD
Make a big impact with our professional slides and charts

ASSESS
Understand the threat 
landscape and 
potential disruption to 
business that Cyber 
carries. 

ANALYSE
Test and test again 
externally for all 
vectors and all 
vulnerabilities. 

MITIGATE
Have a structured 

mitigation strategy and 
realistic TESTED crisis 

response plan.

ACCEPT
Know the risk, accept the 

risk and underwrite it 

Internally. Revise regularly



Why is an 
OsInt

Specialist  
on stage?

OSINT AS MITTIGATION
˺̗ ̪̠̦ ̠̟̕Я̥ ̦̟̖̣̤̥̟̒̕̕ ̪̠̦̣ ̡̥̠ ̥̖̣̚ ̧̖̩̖̦̥̖̔̚ ̟̒̕ 
company footprint Ь̪̠̦ ̟̔̒Я̥ ̡̣̠̥̖̥̔ ̘̟̤̥̒̒̚ ̥̚˟ 

01

OSINT FOR INVESTIGATION
Where are you going to investigate a Cyber Crime? 
On the streets? You cannot investigate a cybercrime 
̗̚ ̪̠̦Я̣̖ ̟̠̥ ̧̥̖̒̔̚ ̟̚ ̥̙̖ ˴̪̖̣̓ ˽̡̟̤̖̒̔̒̕

02

FORENSIC READINESS
If your organization is not following readiness 
standards your outcomes to a forensic investigation 
will be sub - standard. 

03

INSIGHT
You need to be able to generate insight into 
variables affecting the business and active insight 
to their impact (Impact Analysis0

04

THE WAY FORWARD
Train your investigative teams to work in the Cyber 
Space. Gain control of information and information 
flow. Upskill, train, test and do it again Ьand again.

05



THANK YOU
CYBER SECURITY

CRAIG PEDERSEN
C F E  ( F P ) S A  C C C i

Cape Town | Pretoria craig@tcgforensics.co.za +27 21 551 6222

FIND ME ON LINKED ON



Lunch breackbetween 12.30 ς13.30 H

Take a breath and enjoy your lunch and visit our 
Exhibitors !



Kidnappings and 
Crime in South 
Africa

General FerozKhan



CRIME AND KIDNAPPINGS IN SA



INTRODUCTION

BACKGROUND 

MODUS OPERANDI



PREVENTION OF KIDNAPPINGS

INVESTIGATION OF KIDNAPPINGS

SUCCESSES ATTAINED THUS FAR



GENERAL CHALLENGES

CRIMES LINKED TO  NATIONAL KEY POINTS

CRIMES SPECIFICALLY TARGETED AT CARGO FACILITIES

CURRENT STATE OF AFFAIRS. Eg Load shedding.



KIDNAPPINGS IN THE TRANSPORTATION 
INDUSTRY

TRUCK HIJACKINGS

TAKING PEOPLE HOSTAGE FOR RANSOME

COMMON STYLE OF KIDNAPPINGS / DUMPING OF VEHCLES



INSIDER THREAT/ RISKS INVOLVED

CROSS BORDER

IMMIGRATION CHALLENGES

SAPS CHALLENGES



QUESTIONS 

FINAL WORDS ON SENSITIVE STATISTICS



Secure Supply Chain ς
process/ incidents/ 
recoveries



Coffee/ Tee breackbetween 03.00 ς03.30 pm
Take a breath and enjoy your breackand visit our 

Exhibitors !



ά! ŎǳǎǘƻƳŜǊ ŎŀǎŜϦ ƻǊ aǳƭǘƛ-
site-certífication



DHL EXPRESS
SUB-SAHARAN 
AFRICA
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