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What kind of riskswe are talking about

A worst-case example of a Modus Operandi in a facility
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What kind of riskswe are talking about

How to secure \

The measures to be taken for securing a
warehouse, consist of:

AO Organizational (policy and procedures)

AB  Building(fencing, walls, roof, hinges and
locks)

AE Electronical (intrusion detection, access
control and CCTV)

AM Management (Security statement,
responsible person for security etc.)

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 4



What kind of riskswe are talking about

How to secure

Example of securing a warehouse:

Start from the outside perimeter to the inside
of the building (onion principle)

A Deter via fencing or barriers

A Detect via electronic systems (CCTV with
VCA or motion detection at the premises)

A Delay via walls, roof, doors and windows

A Respond via alarm system connected to
monitoring station with alarm follovup

A Critical asset Vault or Cage for High value
products

TAPA Standards Short Presentation
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Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 5



TAEA R

Transported Asset Protection Association

What kind of riskswe are talking about

A worst-case example of a Modus Operanai the road

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 6
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Transported Asset Pro tection Association

What kind of riskswe are talking about

Letts talk about some SA examples/ incidents
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What kind of riskswe are talking about

TAEAE

Transported Asset Protection Association

How to secure

The measures to be taken for transportation security:

A Management responsibilities

A Organizational measures

A Physical measures of the vehicle

A Electronical measures to the vehicle
A On route measures

TAPA Standards Short Presentation
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Transported Asset Protection Association

What kind of riskswe are talking about

How to secure

Example of transportation security for
truck/trailer:

A Physical measures, hard or soft sided with
locking device on the doors (mechanical or
electrical)

A Electronical. Alarm system i.e. contact, panic
button etc. Track and Trace etc.

A Monitoring station, connection via telematics
and alarm response protocols available

A Route risk assessment preformed for route and
protocols "

A Provide training to drivers regarding security
awareness, policies and procedures

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 9
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Our ResilienceCampaign
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Introduction

TAPA Security Standards

TAPASecurityStandards

The following TAPASecurityStandardshave been createdto ensure securetransportation and storage of high-
valuetheft-targetedcarga

Global

1 TheFacility SecurityRequirements(FSR)epresentminimum standardsspecificallyfor securewarehousingor in-
transit storage,within a supplychain

1 TheTruckingSecurityRequirements(TSRYocusesexclusivelyon transport by truck (rigid vans/fixed body trucks

with dedicatedcargocompartment/seacontainer)and representsminimumstandardsspecificallyfor transporting
productsviaroad within a supplychain

EMEA

1 TheParkingSecurityRequirements(PSRJ)epresentminimumstandardsspecificallyfor secureparkingplacesused
by vehiclesntendedfor the movementof goodsby road.

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 11



Introduction

TAPA Security Standards€Basic Rules and procedures

= =

= =4 =4 A 4 2

Therearethree (3) CertificationLevelswithin all TAPAStandardgA, B, Cfor FSRand 1, 2, 3 for TSRand PSR)
All standardsrequirementsare mandatoryfor certification

In casea requirement cannot be met, there is a specificprocess(waiver request) presentingan alternative
solution,that needsto be approvedby TAPA

Certificationsare validfor three (3) years

Certificationat level Cfor FSRand 3 for TSRand PSRcanbe achievedvia selfcertification

FSRMulti-site certificationsare executedonly by IABfor all three (3) levels

All standardsncluded S y K | 2/LO{GARS iyicéedsefurther the securitylevelof the applicants
CertificationancludingEnhancedDptionsare executedonly by IABfor all three (3) levelsfor all standards

During the certification validity period, the applicantshould ensure compliancewith the standardvia annual
selfaudits

All applicantsneed to have their own LSPAuthorized Auditor (LSPAA) in place, prior to any certification
initiation

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 12
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Introduction

TAPA Security StandardsBasic Rules and procedures

A waiver is a written approval to exempt an Note 1:If Waiver Is Denied
LSP/Applicant from a specific TAPA requirement or to

accept an alternative compliance solution A If the TAPA Regional Waiver Committee does not

approve the waiver request, the LSP/Applicant is
Waiver Process: required to implement the full security

1. Establishes and verifies mitigation measures, by requirements of the TSR

Applicant A Note 2: If Waiver Is Granted
2. Completes TAPA Waiver Request form and A If the TAPA Regional Waiver Committee approves
submits to the IAB/AA, by Applicant the waiver request, the following actions will be
: .y : : . taken.
3. Reviews and verifies integrity of the information, g
by | AB / AA Step Responsibility Action
1. TAPA Regional Waiver Committee | Documents and signs the waiver specifics.
4. Submits TAPA Waiver Request form to the TAPA i | _ __ |
Reglonal Walver Commlttee, by IAB/AA 2. TAPA Regional Waiver Committee ggsglsflzscg;;vtvslt\éirktspan (up to a maximum of three years) and
5. REV]EWS request and elther grants Or denles the 3. AA Notifies the LSP/Applicant of the outcome of the Waiver Request.
Wa|Ver by TAPA Reglonal Walver Commlttee 4. LSP/Applicant Complieswith tlhe waiver requirements. Failure to do so shall void the
waiver approval.

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 13
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Facility SecurityfRequirementgFSR)
TAPA FSR 2020 Security Standard

FACILITY SECURITY
REQUIREMENTS

[
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Transported Asset Protection Association

© TAPA 2020
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Facility SecurityfRequirementgFSR)

TAPA FSR 2020 Security Standard |

Scope
TAPAhasdevelopedthree optionsto supportcertificatiorn
1 Singlesite Certificationby IndependentAudit Body(IAB)
1 Multi-site Certificationby IAB
1 Selfaudit Certificationby AuthorizedAuditors(AA)by LSP/Applicanbr IAB

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 15
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Transported Asset Protection Association

Introduction

TAPA FSR 2020 Security Standard |

The FSR may apply to the following:
A All storage and handling locations within the global supply chai
A LSP/Applicant owned or operated facilities
A Buyerowned or operated facilities
Typical users of the TAR2ertification Framework Documenhclude:
A Buyer¢Manufacturerg¢Distributors
A LSPs/Applicants
Al . Qa
A Law Enforcement or other government organizations
A Professional Supply Chain Organizations
A Insurers

The FSR is a global Standard and all sections of the Standard are
mandatory unless an exception is granted through the official waiver
process

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 16
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Important Documents

TAPA FSR 2020 Security Standard

FSR Facility
Security
Requirements

Master FACILITY SECURITY
G Iossary REQUIREMENTS

TAEA—

TAPA Standards Short Presentation

Protection Association

© TAPA 2020

Certification Framework and Requirements TAF_‘:A_

Tronsgertad Assst Protesthn Assadaton

TATA—

Transported Asset Protection Assaciation

TAPA Facility Security Requirements
Certification Framework Document -
2020

A TAPA FSR 2020 Guidance Document

References: TAPAFSR 2020 Standard

TAPA Americas TAPA Asia Pacific TAPAEMEA

5030 Champion Bivd, 1 Calowey D, Westale  Rpgesirtasing 4D

G-11#266 Boca Raton, Tower #07-0 2341 BV Oegstgeest

Florida 33425 Singapore snasaw The Netherlands

USA

www apaoniine org ww tapsemea.org

Tel (51) 617.0006 T (ss) i Tl +44 1633 251328
©TAPA2020

Version 1.2023

TAEAE

Transported Asset Protection Association

TA@ O\ EVEA

-----

TAPA FSR | TAPA FSR
CCTV Systems Guidance V1 Certification

Framework

Audit

\\\§ templates

T — FSR CCTV

TAPA EMEA
Pastoor Ohlsan 39

o - Systems

info@tapsemes org .
PR Guidance
TAPA dows not Irdcrm, '3 low, damage or
Ingury 10 & person or property, becase of burglary, theft, hold-up, fire or other :-M-M-. Indormation wil in all
“terded. n this document, they

sawame all ek and kubilty for dotng 0.

CSG Version 1.0 - 01" August 2022 TAPA EMEA 2022
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FSR Classification Levels
TAPA FSR 2020 Security Standard

The classification level is determined by local risk
assessment of the facility, cargo and persons present. It
can also be influenced by customer(s) requiring a
minimum security level:

Level A=Elevated Security Protection

Level B=Moderate Security Protection

Level G=Standard Security Protection

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 18



Certification Options

Three options to support Certification:

A Single site Certification by an Independent Audit Body

(Authorised Auditor of 1AB)
A Multi-site Certification (AA) by IAB

A Selfaudit Certification by Authorized Auditors (AA) by

LSP/Applicant or IAB

The organization may choose the following three options
(Table 1) to demonstrate compliance and be certified to

TAPA Security Standards

Note:

Authorized Auditors (AA): only via following the training

and passing the exam.

TAPA Standards Short Presentation

&)
: >

Single-site certification A,BorC TAPA IAB AA
IAB Audit

Multi-site certification A,BorC TAPA IAB AA
Self-Audit Self-certification. ¢ LSP/Applicant AA or IAB AA
Remark:

An LSP/Applicant AA can be an internal employee/ associ
trained against the current version of the TAPA FSR and

registered and authorized by TAPA as an AA. Individuals ¢
organizations who take TAPA training are not permitted to
seek & party TAPA auditor work other than as stated aboy
TAPA wants to avoid unofficial audit bodies doing this wor

Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 19



Transported Asset Protection Association

Single Site Certification

TAPA FSR 2020 Security Standard |

All certification audits must have a detailed scope
explaining the extent of operations being audited

For FSR Single site: The AA will perform the

certification audit for one site in line with the agreed

scope

The certificate will be valid for 3 years H

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 20




FSR Certification single site
TAPA FSR 2020 Security Standard

~

w {AYy3IES EAGS OSNIATAOI § *
LSP/Applicant

A Intended for organizations:
w 2K2 dziAfAT S C{w Ay 2¢ ydzYoSNE 2NJ

w 2K2 NBIldZANBE SIFOK FFOAfAGE (2
independently certified

0S5

Benefits:

w / SNIAFAOFIGS AaadzSR T2 NJ - OK
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FSR Certification Se@ertification¢ FSR C
TAPA FSR 2020 Security Standard

w LYGSYRSR FT2NJ 2NABFYAIT I §
w 2K2 ¢gtyd G2 YIFyl3Ss LSP/Anplicant
FSR C security level

Benefits:

w [26SN) I dzZRAG O2&adGz L!
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FSR Certification Muklsite

TAPA FSR 2020 Security Standard

For FSR Muflsite certification, the LSP/Applicant is
required to have a single security management system
in place

The objective is to ensure all sites included in the
management system are meeting the requirements of
the applicable Standard and to provide confidence
and assurances in meeting the requirements of the

Standard Note:
A LSP/Applicant sites that do not have operational
The elements required are: security compliance reporting to the central
A : . . function, cannot be included in the mukite
An identified central function certification. LSP/Applicant stdmntractor sites
A All sites identified and listed in the certification cannot be included in the LSP/Applicant mslte
certification

A Subiject to continuous surveillance and internal
audits

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 23
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FSR Certification Muklsite

TAPA FSR 2020 Security Standard

A Multi-site site certification FSR A, B or C

A Intended for organizations:
A Who utilize FSR in 3 or more facilities

A Who have a single management system in place for
security

A Who have a capability to provide a central function
to oversee the ongoing conformance to the TAPA CENTRAL
Standards

Benefits:

A Less audits, lower IAB fees, single management
system

FUNCTION

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 24
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FSR Certification Muklsite

TAPA FSR 2020 Security Standard |

A The LSP/Applicant can request the inclusion of
new sites

A Removal of Sites is possible

A The LSP/Applicant can remove sites from the
single security management system by Removing
them from the listing of sites and formally
informing the 1AB CENTRAL

A The LSP/Applicant can adjust the security level of FUNCTION
existing sites included in the security
management system

A It is permissible to transfer of existing single sites
Into an existing Multsite security management
system

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 25



FSR 2020 Induction Training E?\ Q,A EMEA

Central Function for the MultSite Certification
TAPA FSR 2020 Security Standard

A Can be but does not have to be the headquarters o

A e " SECURITY MANAGEMENT SYSTEM

A Accountable for the single management system

A Responsible that all sites within the management
system are meeting the requirements

A Issues corrective and preventive actions when neede
at any site.

A A documented formal agreement or policy in place
with the roles and responsibilities of central function
and the sites

SCHEDULE SECURITY ECURITY OFFICER CONFIGURABLE POLICY/PROCEDURE
TASKS HECKLIST MANAGER AUTOMATED NOTIFICATIONS § oo £ BASED SECURITY MANAGEMENT

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 26



Transported Asset Protection Association

Corrective Action/SCAR

TAPA FSR 2020 Security Standard |

A Abbreviation (SCAR) Security Corrective Action Requirements

A The IAB or AA shall inform the LSP/Applicant of audit results
within ten (10) business days following the completion of the
audit

A If any of the requirements are not met, as discovered at the audit,
the AA submits a SCAR to the relevant LSP/Applicant

A The LSP/Applicant shall respond to the IAB or AA within ten (10)
business days, documenting the actions to be taken and the date
the action will be completed

A SCARSs need to be closed within 60 days
A After closing the SCARSs certification will be issued

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 27
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The 3year audit cycle
TAPA FSR 2020 Security Standard

1. Plan & Prepare

2. Schedule &
pre-audit
requirements

5. Certification
issued

4. Report/Action
findings

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 28
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Contracts

TAPA FSR 2020 Security Standard

Contractual agreements

The safe and secure transportation, storage, and handllng
2F (0KS . dz2SNQa aasSia Aa i
LSP/Applicant, its agents and subcontractors throughout
the collection, transit, storage, and delivery, as specified
in a release or contract

Subcontracting

Subcontractors of storage includes a contractual
requirement that the subcontracting LSP/Applicant meets
all noted FSR Standards

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 29



Transported Asset Protection Association

FSR Areasf Interest
TAPA FSR 2020 Security Standard / Backbone of the FSR standard

7 General Requirements
7.1 Perimeter
7.2 Outside Walls, Roof, and Doors | i
7.3 Office and Warehouse Entry and Exit Points R
7.4 Inside Warehouse and Office s
7.5 Security Systems: Design, Monitoring and

Responses
7.6 Training and Procedures

7.7 Workforce Integrity
8. Central Function Requirements
9 IT and Cyber ThregtEnhanced Option

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 30
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GeneralRequirements

TAPA FSR 2020 Security Standard

7.0.1 All procedures or policies required by the FSR
must be documented

7.0.2 A procedure, log and/or kgan is required for KE\/ EDH’[PU| REgiS’[EP o /L
physical locks, access cards and/or keys that manage Format Ho:
and control the physical and electronic keys uneDa Ky # Receher o ez S

“™Jmdustrial Problems

Ky Contral Register Maintained by: sign.
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Perimeter

TAPA FSR 2020 Security Standard

A For Level A, a physical fence of at least 1.8m height is
mandatory

A For Levels B and C, the perimeter fence is not
required

A For Level A, gates should be installed at the entry and
exit points of the facilities
A CCTV should cover:

A the external cargo handling, shipping and
receiving yard

A The external dock areas

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 32
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Outside Wallls, Roof, and Doors

TAPA FSR 2020 Security Standard

A CCTV should cover external sides of the facility
(side coverage depends on the certification level)

A Walls and roof should be constructed from material
able to resist penetration

A Openable windows on the walls or the roof of the
facility should be secured or alarmed

A Access to the roof should be protected

A External warehouse doors and office doors should = S
be alarmed |l

A Emergency exits are always alarmed

A Docks doors of sufficient strength closed when not
In use and alarmed outside of operational hours
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Office and Warehouse Entry and Exit Points
TAPA FSR 2020 Security Standard |

A+t AaAU2NARQ SYGNE dzy RSNJ / / ¢ +34
and logged (depending on the certification level) ¢

A Workforce entry points under CCTV, monitored,
controlled and logged (depending on the
certification level)

A Badges in place and clearly visible
ASNAOBSNEQ ARSYUAFAOIGAZY
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Inside Warehouse and Office

TAPA FSR 2020 Security Standard

A Multi-tenant security measures in place A Control of Carg¢dandling Equipment
A Intrusion alarm system installed A Container or Trailer Integrity and 7 points
inspection

A CCTV coverage of dock doors (internal)

. A Freight Handover Process and Security Seals
A Access control between office and J y

docks/warehouse A Cargo Integrity, Loading / Unloading Validation

: : " : Process
A High Value cage Area with specific security

requirements (CCTV access control. Intrusion alarm A Fraudulent Pickup
and locks) for levels A and B

A Trash Inspection
A Preloading and Staging
A Personal containers and Exit searches

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 35



Security Systems: Design, Monitoring and Responses

TAPA FSR 2020 Security Standard

A Intrusion Alarm

A Access Control

A CCTV

A Lighting

A Installation and Protection
A Periodic Maintenance

A Records Retention (30 days for CCTV, 60 days for
Intrusion Alarm and 90 days for Access Control)

TAPA Standards Short Presentation

‘ Sensor
Lock s i

i i 88

TAEAE

Transported Asset Protection Association

SB Key Electric Bell  Egxit Button
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ONLY
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Training and Procedures

TAPA FSR 2020 Security Standard

A Escalation Procedures and notification of A Maintenance Program
customers in case of incidents

A Contractor Orientation

A Management Commitment A Shipping and Receiving Records

A Annual Site Security Risk Assessment A Prealert process in place

A Initial and refresher security awareness training to
all workforce (employees, subcontractors and
temporary staff) every 2 years

A Information security training to specific employees
only for level A

A Information Control
A Security Incident Reporting
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Workforce Integrity

TAPA FSR 2020 Security Standard

A Screening / Vetting / Background Checks to all 7
employees and contractors, as allowed by local law

A Processes to ensure integrity of temporary staff

A Processes to ensure continuity of security in case of \
termination or rehiring of workforce \ e e
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Central Function Requirements

TAPA FSR 2020 Security Standard |

A Organization of Central Function

Employee Termination Checklist

A Policies and Procedures — .

A SeltAssessment audit report carried ofaior all sites L SRR T

A Records of inspections, logs (visitor log, Driver log) apdift fgmgun: c:ni':‘;im E
inspections BT -

A Risk Assessments of all sites e =

A CCTV and alarm layout of the sites , B

A Alarm and Access Control records

Signatura of Supervisor

A Training records
A Screening / Vetting records

A Management review to evaluate the salfidits: SCARS raised; any
losses, thefts, Risk Assessments
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IT and Cyber Threag Enhanced Option
TAPA FSR 2020 Security Standard

9.1 Policies & Procedures A
9.2 Training ® B

p h'-'l)l'ﬂgsc =068 TeRadg g
9.3 Subcontractors / Vendors ‘

9.4 Power Supply / Backup

9.5 Virus / Malware Protection
9.6 Disaster Recovery Plan

9.7 Information Systems Backup
9.8 Password Procedures

P

),f.m
- set(uBSHH
Joa0rigr %€
([retio F od)
" re;)stbsgrf{,wq‘ X7
Jhetliscr

? derkal
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Wrap-up

TAPA FSR 2020 Security Standard
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FSR, TSR and PSR Induction Training
e
® EMEA

Transported Asset Protection Assoclation

Any questions?

L
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Transportation SecuritfRequirementyTSR)
TAPA TSR 2020 Security Standard

TSR 2020

TATA—

Transported Asset Protection Association

Trucking Security Requirements

= TSR 2020
O =000 TAPA Standards
TRUCKING SECURITY

REQUIREMENTS
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Transportation Security Requirements (TSR)

TAPA TSR 2020 Security Standard

The TSR may apply to the following: Typical users of the TAPA Standards include:

A All cargo required to be transported in Buyers _
accordance with the TAPA TSR LSPs/Applicants
Il . Qa

A Leased or owned vehicles, trailers or
containers utilized for the transportation of
cargo by one or more road segments

Law Enforcement or other government
organizations

Professional Supply Chain Organizations
Insurers

o T>o  To o To I»

A LSP/Applicant operated, or subcontracted
vehicles, trailers or containers utilized for the
transportation of cargo by one or more road
segments

The TSR is a global Standard and all sections of the Standa
are mandatory unless an exception is granted through the
official waiver process
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Important Documents

TAPA TSR 2020 Security Standard

A Trucking Security Requirements

TA;’: TA@ £\ EMEA

Trarapertod Avaet Protmatian Ansemietun

Tt An et Frotmctioe Aueesd

A Audit templates

A TAPALOCkmg SyStemS Guidance Locking Systems Guidance V2 Telematics Systems Guidance V1
Document e A . IR t— iilica
A TAPA Telematics Systems Guidanc
l o ]
A Master Glossary i
il
B
lﬁégw TAPA EMEA & (
TRUCKING SECURITY %?}:fél;” ‘: g ﬁ ;
REQUIREMENTS Tet +51 16875481 ) '
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TSR Classification Levels

TAPA TSR 2020 Security Standard

The classification level is determined by a Hangement Support e R T L e P
. esponsibilities Protocols

risk assessment of the route, cargo and i

persons present. It can also be influenced

Requirements Requirements trucks Transport
1 p 3 1 p 3 1 P c 1 p 3

R Security Management

by customer(s) requiring a minimum The LSP/Applicant must have a formally
security level: cocafyroles and reeponsiiltios ot porson | 7 | 7 | o7

9141 NAINA |V | VIV IV IV IV IV

must be clearly defined and include their
responsibilities for maintaining and monitoring
the TSR programme.

=2 Policy and Procedures

A Level 1 £Elevated Security Protection

The LSP must have a written corporate supply
. . CWEM chain security policy (Security Policy) in place v vV | v iNnalnal vV IV IVIV IV IVIYV
A Level 2 3Vloderate Security Protection and adopted by management.

A Level 3 = BasBecurity Protection

Classification Level depending on their
specific cargo, risks and customer requires
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Certification Options

TAPA TSR 2020 Security Standard

Modular set up for certification, an organization can choose the
following option (Table 1) to demonstrate compliance and be certifiec BiEEaSUIEEUIERSEN R EEEHEL RIS U I UE TR TEE
to TAPA Security Standards

6.3 Hard sided | Truck + rigid
Remark: e Truck body trailer
. . 6.3.2 Soft sided | Truck + curtain 8 IAB AA
TAPA TSR Service Partner TTSP, no longer applies to the 2020 Star B Truck sided trailer
; Rigid Vans/ | Van or truck 1,20r3 IAB AA
Note: Fixed body | with dedicated
Authorized Auditors (AA): qualification/ authorisation only via Irueiss e e
following the training and passing the exam = T pRs— Y TV

Container |segment only

Remark:

Individuals or organizations who take TAPA training are not permitted
to seek 3 party TAPA auditor work other than as stated above. TAPA
wants to avoid unofficial audit bodies doing this work
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Optional Enhancements

TAPA TSR 2020 Security Standard

Optional

TSR includes optional enhancements that are deemed a Enhancement Rl pudierivee
higher level of protection whicbanbe usedin additionto

Vehicle tracking, alarms

the mOdU|eS Monitoring and response IAB AA

] ) Locking Locks and systems
Optionalenhancementsreintended to be selected by the St to protect cargo IAB AA
LSP/Applicant and/or their Buyer as additional compalimem __

) . . . Additional validation
requirements for their operational security needs S —
. . Rail Transfer/ measures of vehicles,

When optional enhancements are selected in fre- Tracking trailers and/or sea IAB AA

containers at handover
to third party Rail
Terminal Operators

certificationassessmertb be part of the certificationaudit,
allrequirements becomenandatory

Note:

If the audit is completed successfully, the IAB is to include
In the original TSR Certificate a listing of the appropriate
optional enhancements and for which TSR Certification is it
relevant for

Vehicle armed or
Escorts unarmed escorts IAB AA
subject to local law

Mitigation to reduce IT
and cyber threats to
personnel, networks, IAB AA
vehicles and cargo in
road transport

IT and Cyber
Security Threat
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SelfCertification

TAPA TSR 2020 Security Standard

TSR Seltertification is intended to be a

simplified entry level option for TAPA Eng:r:i;'::ent Description Level Auditor Type

Standards. The person completing the

certification audit must be an AA direcﬂy RN Hard sided Truck Truck + rigid body trailer 3 LSP/Applicant AA

associated with the LSP/App"C&I’]t (R W AN Soft sided Truck Truck + curtain sided trailer 3 LSP/Applicant AA

Only classification level 3 for one module . . Van or truck with dedicated

. ) . . Rigid Vans/Fixed Body .

can be included in a satertification 6.5.3 Trucks cargo compartment 3 LSP/Applicant AA

SRR Sea Container Road transport segment only 3 LSP/Applicant AA

Note: TSR Optional Enhancements are not
permitted to be included in TSR Self
Certification options
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Contracts

TAPA TSR 2020 Security Standard |

Contractual agreements

The safe and secure transportation and handling of
0KS . dz2SNXa aasSia Aa 0KS
LSP/Applicant, its agents and subcontractors
throughout the collection, transit and delivery, as
specified in a release or contract

Subcontracting

Subcontracting of loads includes the contractual
requirement that the subcontracting carrier meets all
noted TSR Standards. If the truck is not listed in the
TSR Vehicle Register, it cannot be used
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Flexible Options

TAPA TSR 2020 Security Standard

Rigid vans/ Soft sided truck
Fixed body trucks & Trailer

TSR Mandatory Requirements
(Multiple levels 1, 2 and/or 3)

Sea Containers Hard sided truck
(road transport) & Trailer
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Optional Enhancements Transportation Mode
TAPA TSR 2020 Security Standard

Locking

Rigid vans/ systems

Fixed body
trucks

Soft sided
truck & Trailer

TSR Mandatory

Requirements Vehicle

Rail Transfer e

(Multiple levels 1,
2 and/or 3)

Sea Containers Hard sided
(road transport) truck & Trailer

IT/Cyber
Threat

Optional Enhancements
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SelfCertification

TAPA TSR 2020 Security Standard

1 mode of
transport for = "2l
TSR Level 3 adl

Rigid vans/ Soft sided truck
Fixed body trucks & Trailer

TSR Mandatory Requirements
(Level 3)

Sea Containers Hard sided truck
(road transport) & Trailer

—
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Mutual Recognition

TAPA TSR 2020 Security Standard

A A TAPA TSR Certified LSP/Applicant

or trucking company may utilize the Speedy Express qg) \L/zﬁlsct“ecss A.G. Logistics A.G. Logistics AfS'RLigzt;cs
services of another TAPA TSR TSR 3 Certified . Contract with |AB Level 1 and 3 "
Certified company and previous ~ (pending TSR 1 Certification Audi md  Certfied
audit results and status will be A0 certification) Speedy xpress erticationAud 140 Vehicles

mutually recognized

ANorel dzZRAG 2F |+ & dzo OZ o . - VeI
vehicles or services covered by an I i R Register
existing TAPA TSR Cetrtification will 40 Vehicles . 100 Vehicles
be required T Sl
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Vehicle Adoption
TAPA TSR 2020 Security Standard

A A TAPA TSR Certified LSP/Applicant 5 )
2NJ G§NHzO1 Ay3 O2 YL gl @ al R2LJGE

. ] Logistics
road transportation vehicles from 20 Vehicles
another subcontractor or subsidiary Venhicle Fast Logistics Fast Logistics
A 2 Register IAB Certification Certified
Transport 35 Vehicles Audit 35 Vehicles

. . - 10 Vehicl
A This option is intended to allow ==

owner drivers or small operators to N
. . ors 5 E=Xpr1

be included in the TSR Certification Fl

of a larger operator
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Audit Sample Size

TAPA TSR 2020 Security Standard

A Depending on the number vehicles
registered in the vehicle register, companies

Number of Vehicles

are Categorized as: Category Registered in Vehicle Register Number of Vehicles to be Audited

A Small Small 3-30 3 of the registered vehicles
. Medium 31-100 The greater of 3 or 7% of all registered
A Medium vehicles with a maximum of 6
A Large Large 101-above 7% of all registered vehicles with a
maximum of 10
A The auditor selects the number of vehicles A
i2 0S IdZRAGSR FNRY G(KS L2t 2F ayzi
NEO23dyAl SRE OSKAOf Sa : =
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TSR Areas of Interest

TAPA TSR 2020 Security StandaBhtkbone of the TSR standard

9.1
9.2
9.3
9.4
9.5
9.6
9.7
9.8
9.9
9.10
9.11

Security Management

Policy and Procedures
Investigations and LEA Contacts
Collection and Delivery Records
Risk Analyses and Secure Parking
Response Protocols

Alarm Management Centre Staff Training
HVTT Response Protocols
Screening

Tractor unit / Van Security

Cargo Compartment

TAPA Standards Short Presentation

9.12
9.13
9.14
9.15
9.16
9.17
9.18
9.19
9.20
9.21
9.22

Transported Asset Protection Association

Two-Way Communication System
Tracking and Tracing Protocols
Tracking and Tracing Devices
5NAISNRa /o6 ! NBI
Cargo Compartment System Alarms
Tracking Device Failures

Satellite Navigation Systems
Scheduled Routing

Vehicle Maintenance Program
Unscheduled Breaks

Secure Parking
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TSR Areas of Interest

TAPA TSR 2020 Security StandaBhtkbone of the TSR standard

9.23 Unauthorized Persons 9.33 Pre-Alert in Place

9.24 Management of Security Equipment 9.34 SeltAssessment of Vehicle Before Being
Added to the TSR Vehicle Register

9.35 Ongoing Assessment to Ensure Compliance

9.25 Key Management
9.26 Collection and Delivery Training

to the TSR
9.27 Pre-Departure Checks Driver
0.28 TSR Vehicle Register 10 TSR Enhanced Options
9.29  Security Training A. Alarm Monitoring Center Roles and

9.30 Box and Pallet Integrity Verified Upon Responsibilities
Receipt and Delivery Locking

Rail Transfer/Tracking
Escort Company Service Levels
IT and Cyber Threat

9.31 Proof of Shipping and Receiving Records

9.32 Driver to Be Present for Loading and
Unloading

mo O w

TAPA Standards Short Presentation Version 1.2023 © Transported Asset Protection Association (TAPA EMEA) 58



Transported Asset Protection Association

Management Support and Responsibilities Protocols

TAPA TSR 2020 Security Standard

A Formally appointed person responsible for supply
chain security

A HVTT cargo handling procedures in place, adopted by
the management and applicable also to
subcontractors

A Policy for Loss Investigations and notification of the
Buyer

A List of critical LEA across the routes and documented
communication procedure

A At least 2year retention of records of all collections
and proof of deliveries

A Route Risk Analysis

A Secure Parking identification criteria and list of LY
prohibited parking areas
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