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Transported Asset Protection Association

What kind of riskswe are talking about

A worst-case example of a Modus Operandi in a facility
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What kind of riskswe are talking about

How to secure \

The measures to be taken for securing a
warehouse, consist of:

AO Organizational (policy and procedures)

AB  Building(fencing, walls, roof, hinges and
locks)

AE Electronical (intrusion detection, access
control and CCTV)

AM Management (Security statement,
responsible person for security etc.)
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What kind of riskswe are talking about

How to secure

Example of securing a warehouse:

Start from the outside perimeter to the inside
of the building (onion principle)

A Deter via fencing or barriers

A Detect via electronic systems (CCTV with
VCA or motion detection at the premises)

A Delay via walls, roof, doors and windows

A Respond via alarm system connected to
monitoring station with alarm follovup

A Critical asset Vault or Cage for High value
products

TAPA Standards Short Presentation
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What kind of riskswe are talking about

A worst-case example of a Modus Operanai the road
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Transported Asset Pro tection Association

What kind of riskswe are talking about

Letts talk about some SA examples/ incidents
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What kind of riskswe are talking about

TAEAE

Transported Asset Protection Association

How to secure

The measures to be taken for transportation security:

A Management responsibilities

A Organizational measures

A Physical measures of the vehicle

A Electronical measures to the vehicle
A On route measures

TAPA Standards Short Presentation
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Transported Asset Protection Association

What kind of riskswe are talking about

How to secure

Example of transportation security for
truck/trailer:

A Physical measures, hard or soft sided with
locking device on the doors (mechanical or
electrical)

A Electronical. Alarm system i.e. contact, panic
button etc. Track and Trace etc.

A Monitoring station, connection via telematics
and alarm response protocols available

A Route risk assessment preformed for route and
protocols "

A Provide training to drivers regarding security
awareness, policies and procedures
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Our ResilienceCampaign
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Introduction

TAPA Security Standards

TAPASecurityStandards

The following TAPASecurityStandardshave been createdto ensure securetransportation and storage of high-
valuetheft-targetedcarga

Global

1 TheFacility SecurityRequirements(FSR)epresentminimum standardsspecificallyfor securewarehousingor in-
transit storage,within a supplychain

1 TheTruckingSecurityRequirements(TSRYocusesexclusivelyon transport by truck (rigid vans/fixed body trucks

with dedicatedcargocompartment/seacontainer)and representsminimumstandardsspecificallyfor transporting
productsviaroad within a supplychain

EMEA

1 TheParkingSecurityRequirements(PSRJ)epresentminimumstandardsspecificallyfor secureparkingplacesused
by vehiclesntendedfor the movementof goodsby road.
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Introduction

TAPA Security Standards€Basic Rules and procedures

= =

= =4 =4 A 4 2

Therearethree (3) CertificationLevelswithin all TAPAStandardgA, B, Cfor FSRand 1, 2, 3 for TSRand PSR)
All standardsrequirementsare mandatoryfor certification

In casea requirement cannot be met, there is a specificprocess(waiver request) presentingan alternative
solution,that needsto be approvedby TAPA

Certificationsare validfor three (3) years

Certificationat level Cfor FSRand 3 for TSRand PSRcanbe achievedvia selfcertification

FSRMulti-site certificationsare executedonly by IABfor all three (3) levels

All standardsncluded S y K | 2/LO{GARS iyicéedsefurther the securitylevelof the applicants
CertificationancludingEnhancedDptionsare executedonly by IABfor all three (3) levelsfor all standards

During the certification validity period, the applicantshould ensure compliancewith the standardvia annual
selfaudits

All applicantsneed to have their own LSPAuthorized Auditor (LSPAA) in place, prior to any certification
initiation
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Introduction

TAPA Security StandardsBasic Rules and procedures

A waiver is a written approval to exempt an Note 1:If Waiver Is Denied
LSP/Applicant from a specific TAPA requirement or to

accept an alternative compliance solution A If the TAPA Regional Waiver Committee does not

approve the waiver request, the LSP/Applicant is
Waiver Process: required to implement the full security

1. Establishes and verifies mitigation measures, by requirements of the TSR

Applicant A Note 2: If Waiver Is Granted
2. Completes TAPA Waiver Request form and A If the TAPA Regional Waiver Committee approves
submits to the IAB/AA, by Applicant the waiver request, the following actions will be
: .y : : . taken.
3. Reviews and verifies integrity of the information, g
by | AB / AA Step Responsibility Action
1. TAPA Regional Waiver Committee | Documents and signs the waiver specifics.
4. Submits TAPA Waiver Request form to the TAPA i | _ __ |
Reglonal Walver Commlttee, by IAB/AA 2. TAPA Regional Waiver Committee ggsglsflzscg;;vtvslt\éirktspan (up to a maximum of three years) and
5. REV]EWS request and elther grants Or denles the 3. AA Notifies the LSP/Applicant of the outcome of the Waiver Request.
Wa|Ver by TAPA Reglonal Walver Commlttee 4. LSP/Applicant Complieswith tlhe waiver requirements. Failure to do so shall void the
waiver approval.
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FSR 2020 Induction Training —I—/Af.\ A\ EMEA

Facility SecurityfRequirementFSR)

TAPA FSR 2020 Security Standard
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